
How to update certificate to use the SHA-2 hashing algorithm 

Followed by National Institute of Standards and Technology (NIST) recommendations certificates 

encrypted with the Secure Hash Algorithm-1 (SHA-1) algorithm will stop supporting after 

2017.Accourding to experts, using the SHA-1 hashing algorithm in digital certificates could allow an 

attacker to spoof content, perform phishing attacks, or perform man-in-the-middle attacks.SHA-

1(more than 98%) is currently the most widely used digest algorithm.  

Microsoft is announcing a policy change to the Microsoft Root Certificate Program and Windows will 

stop accepting SHA-1 end-entity certificates by January 1, 2017, and will stop accepting SHA-1 code 

signing certificates without timestamps after January 1, 2016. 

 

Google Chrome has started warning end users when they connect to a secure website using SSL 

certificates encrypted with the SHA-1 algorithm (read google blog 

http://googleonlinesecurity.blogspot.in/2014/09/gradually-sunsetting-sha-1.html). Beginning in 

November 2014 with Chrome 39, end users will see visual indicators in the HTTP Secure (HTTPS) 

address bar when the site to which they're connecting doesn't meet the SHA-2 requirement. Initially, 

the warnings will be limited to a “Secure, but minor errors” icon, in the form of a lock with a yellow 

triangle, but in later versions will become a red crossed-out lock. 

 

 

To check your site is using which algorithm https://www.digicert.com/sha1-sunset/ 

Steps to do 

To ensure that your environment, including both software and hardware, will support SHA-2 

certificates. Below link can use to check  

https://www.digicert.com/sha-2-compatibility.htm 

Next Find the SHA-1 certificates to upgrade 

And Generate new Certificate Signing Requests (CSR) for any certificates that using SHA-1 on the 

server.  

Replace SHA-1 Certificates with SHA-2 Certificates 



 

 

On Unix platform using openssl 
opensslgenrsa -aes256 -out example-encrypted.key 2048 
opensslrsa -in example-encrypted.key -out example-decrypted.key 
opensslreq -new -sha256 -key example-decrypted.key -out example.csr 
 
Get the intermediate certificate and combine into a single bundled file - note that the order is 
important 
 
cat example.crt intermediate.crt > bundle.crt 
 
Test it on your web server(here it is nginx) 
ssl                  on; 
ssl_certificate      /WWW/example.com/certs/bundle.crt; 
ssl_certificate_key  /WWW/example.com/certs/example-decrypted.key; 
nginx -s reload 
 
Apache 
Edit the virtual host configuration files located in /etc/apache2/sites-available, to provide the 
certificate file paths. 
 
<VirtualHost *:443> 
SSLEngine On 
SSLCertificateFile /etc/ssl/localcerts/www.example.com.crt 



SSLCertificateKeyFile /etc/ssl/localcerts/www.example.com.key 
SSLCACertificateFile /etc/ssl/localcerts/ca.pem  # If using a self-signed certificate, omit this line 
 
ServerAdmin info@example.com 
ServerName www.example.com 
DocumentRoot /var/www/example.com/public_html/ 
ErrorLog /var/www/example.com/log/error.log 
CustomLog /var/www/example.com/log/access.log combined 
</VirtualHost> 
 
Ensure that the Apache SSL module is enabled: 
a2enmodssl 
Restart Apache: 
service apache2 restart 
 
How to create CSR 
 

 
 
Double click on server certificates 

 

 



 

 
 
Various root certificate providers 
 
Verisign https://knowledge.verisign.com/support/ssl-certificates-support/index.html 
Thawte http://www.thawte.com/roots/index.html 
Globalsign https://support.globalsign.com/customer/portal/articles/1426602-globalsign-root-
certificates 
Comodo 
https://support.comodo.com/index.php?_m=downloads&_a=view&parentcategoryid=1&pcid=0&na
v=0 
StartSSL http://www.startssl.com/certs/ 


