
How to move SEPM from one server to another server 

There are multiple scenarios which we should consider while moving SEPM from one 

server to another server 

1) SEPM is having same hostname and IP address 

 

If the SEPM server keeps the same IP and host name, you can refer to "Best Practices for 

Disaster Recovery with the Symantec Endpoint Protection Manager" 

SEP 11.x: http://www.symantec.com/business/support/index?pag.... 

SEP 12.1: http://www.symantec.com/docs/TECH160736 

This solution is longer to implement but the new SEPM will be an exact copy of the 

current one. 

  

2) SEPM server has a different IP and same hostname 

OR 

SEPM server has a same IP and different hostanme 

  

http://www.symantec.com/business/support/index?page=content&id=TECH102333&locale=en_US
http://www.symantec.com/docs/TECH160736


 

In this scenario as well we need to follow disaster recovery 

SEP 11.x: http://www.symantec.com/business/support/index?pag.... 

SEP 12.1: http://www.symantec.com/docs/TECH160736  

Symantec Endpoint Protection clients will be able to reach the new SEPM using either 

unchanged IP or hostname. Management server list will then be updated accordingly and sent 

automatically to clients. 

  

3) SEPM server has a differenet IP and different hostaname. 

http://www.symantec.com/business/support/index?page=content&id=TECH102333&locale=en_US
http://www.symantec.com/docs/TECH160736


 

If the new SEPM server has a different IP and host name, there are two alternatives: 

1. Use replication to install a new SEPM and keep the policy the same with old SEPM. See 

"How to move Symantec Endpoint Protection Manager from one machine to another"  

http://www.symantec.com/business/support/index?page=content&id=TECH104389 

Note: Replication is an option, if you do replication and remove the old server that is the Primary 

SEPM, in future if you want to do replication you will not be able to do so. 

2.Follow disaster recovery method & Create a new MSL.as per following 

1. Follow "Best Practices for Disaster Recovery with Symantec Endpoint Protection" (see 

Related Articles below) to backup and reinstall SEPM on MACHINE_2 

2. Log in to the old SEPM on MACHINE_1 

3. Click Policies > Policy Components > Management Server Lists > Add Management 

Server List 
4. Click Add> Priority and a new Priority would get added named as "Priority2" 

5. Add MACHINE_1 under Priority 2 and add MACHINE_2 under Priority 1, and assign 

this New Management Server List to all the groups. 

6. Clients will then move from old SEPM to new one gradually 

7. Stop the "Symantec Endpoint Protection Manager" and "Symantec Embedded 

Database" service on MACHINE_1 to verify whether all client now report to the new 

SEPM on MACHINE_2 

8. Once verified that all the clients are reporting into the new SEPM, and have moved away 

from the old one, proceed to the next step. 

9. Uninstall SEPM from MACHINE_1 

  

OR 

http://www.symantec.com/business/support/index?page=content&id=TECH104389


Install a new fresh SEPM, then use the Sylink.xml file to establish the communication between 

new SEPM and the existing SEP clients with the help of Sylink replacer tool. 

This option is effective if having limited number of clients in the network. 

If you do not have a database backup to restore 

You can perform a disaster recovery without a database backup, but the following points apply in 

this case: 

 All policies must be re-created, or imported from other backups i.e. exported policy files. 

 Clients will be able to communicate with the SEPM but will re-appear in the console only 

after their next check-in. 

 Clients will reappear in the default group as they check in, unless you enable automatic 

creation of client groups on the re-installed SEPM by editing 

"scm.agent.groupcreation=true" to the conf.properties file. 

 If you originally had multiple SEPM domains beyond the default domain, you must re-

create them using domain IDs from Backup.txt. 

Check this article last para for more info :http://www.symantec.com/docs/TECH160736  

Helpful Publick KB Articles: 

SEP 11 
How to move Symantec Endpoint Protection Manager from one machine to another 
http://www.symantec.com/docs/TECH104389 
SEP 12.1  
How to move Symantec Endpoint Protection Manager 12.1 from one machine to another 
http://www.symantec.com/docs/TECH171767 
Related Articles: 
Best Practices guide for moving the Symantec Endpoint Protection Manager SQL Server database from 
one drive to another on the same machine 
http://www.symantec.com/docs/TECH106213  
Best Practices guide to moving the Symantec Endpoint Protection Manager SQL Server database from an 
existing SQL Server database to a new SQL Server database 
http://www.symantec.com/docs/TECH104723  
Best Practices guide to moving the Symantec Endpoint Protection Manager SQL Server database from an 
existing SQL Server database to a new SQL Server database 
http://www.symantec.com/docs/TECH167300  
How to move Symantec Endpoint Protection Small Business Edition (SEPM SBE) from one machine to 
another 
http://www.symantec.com/docs/TECH183666  
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