
How to Block Internet using a system from Symantec Firewall 

Website blocking will only function if the computers have SEP's optional Network Threat Protection 

(NTP) component installed.  If the NTP component is not deployed, the Symantec Endpoint Protection 

client will not have the ability to block access to websites 

The above configuration can be done by creating only 2 firewall rules. Please follow the below 

steps to configure the rules. 

Note: That Firewall Rule will not work if the proxy settings are configured in the browser. 

1. Go to Firewall policy > Rules. 

2. Click on Add Rule button. Select Host > Next > From Address Type drop down menu 

select DNS domain. 

3. Select DNS Domain as *.* then Click Next > Click Finish. 

4. Once the rule is created, highlight the New Rule. Go to Service column, right click and 

edit, then select Add. The rule will be TCP, Source/destination with remote port 80,443 

click ok and ok again. Then go to Action column and make it set to "Block". 

 

The above rule is to block all the websites. To create a rule to allow only selected websites, 

please follow the steps below. 

1. Go to firewall policy> Rules. 

2. Click on Add Rule. Select Host > Next > From Address Type drop down menu select 

DNS domain. 

3. Enter DNS Domain as *.*symantec*.* This is an example which means all the urls 

related to symantec will be allowed. 

4. Click Next > Click Finish. Multiple websites can be added to the same rule. 

5. Once the rule is created, highlight the new rule. Go to Action column and set it to Allow. 

 

Note: Place the "Allow" rule on top of "Block" rule.  

 

Assign the policy to the required group. This will allow only the selected websites and block all 

other websites. 



 

 



 

 



 

 



 

 

How to block user using an Internet Explorer / Firefox / Google Crome / Opera 

1. Login to Symantec Endpoint Protection Manager Console 
2. Go to policies, Go to Firewall 
3. Under "Tasks", click on "Add a Firewall Policy 
4. "Give a name to the firewall policy and write a short description about the role played by the 

policy (relevant name recommended) 
5. Make sure that box "for "Enable this Policy" is checked 
6. Go to "Rules" 
7. Ensure "Inherit Firewall Rules from Parent Group" is unchecked and click on "Add Rule" 
8. Choose "Block connections" and click "Next" 
9. Choose "Internet Explorer / Firefox / Google Crome / Opera"and click on "Next" 
10. Click on "The following type of protocols on all ports" and select TCP 
11. Click on "Next" 
12. If you want log entries for the same, select "Yes" 
13. The rule should be on top of the list with severity as Major 
14. In this rule edit the "Host" column, select Local/Remote 
15. In Remote add the IP address of the Proxy Server\ 

o If you have more than one proxy server add all the address 
16. Click on "Ok" 



17. Assign the policy to a group. 

 

 

 

 

 



 

 

 

http://www.symantec.com/business/support/index?page=content&id=TECH95248 

http://www.symantec.com/connect/articles/how-block-internet-address-sep-manager-firewall-rule 

http://www.symantec.com/connect/forums/how-block-internet 

video 

http://www.symantec.com/connect/videos/allow-and-block-websites-using-symantec-endpoint-

protection-firewall 

Read the blog for how to block internet using kaspersky ISS 

http://teckadmin.wordpress.com/2012/02/08/kaspersky-internet-security12/ 
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