
PPoE configuring in windowsXP and Ubuntu12 
 
Point-to-point protocol over Ethernet 
The Point-to-Point Protocol over Ethernet (PPPoE) is a network protocol for encapsulating PPP frames 
inside Ethernet frames as the solution for tunneling packets over the DSL/Broadband connection to the 
ISP's IP network. 
 
Point To Point Protocol (PPP) 
PPP is a protocol most widely used by Internet service providers (ISPs) to enable dial up connections to 
the Internet. PPP facilitates the transmission of data packets between point to point links. Originally 
designed to work with serial connections, PPP was adopted by ISPs to provide dial up Internet access. 
PPP can be encapsulated in a number of data link layer protocols, including Ethernet (PPPoE) and 
Asynchronous Transfer Mode (PPPoA). 
 
PPP uses Link Control Protocol (LCP) to establish a session between a user's computer and an ISP. LCP is 
responsible for determining if the link is acceptable for data transmission. LCP packets are exchanged 
between multiple network points to determine link characteristics including device identity, packet size, 
and configuration errors. 
 
PPP supports three types of user authentication protocols that provide varying levels of security. 
Password Authentication Protocol (PAP) is an access control protocol used to authenticate a user's 
password on the network access server. The network access server requests a password from the client 
machine and sends the retrieved password to an authentication server for verification. As an 
authentication protocol, PAP is considered the least secure because the password is not encrypted in 
transmission. 
 
Challenge Handshake Authentication Protocol (CHAP) is similar to PAP with several unique 
characteristics. Instead of requesting a password, the network access server sends a challenge message 
to the client machine. The challenge message is a random value. The client machine encrypts the 
challenge message with a user's password and sends the combination back to the access server. The 
access server forwards the challenge/password combination to the authentication server. The 
authentication server encrypts the challenge with the user's password stored in the authentication 
database. If the user's response is a match, the password is considered authentic. CHAP uses the model 
of a shared secret (the user password) to authenticate the user. The use of CHAP is considered a 
moderately secure method of authentication. 
 
Extensible Authentication Protocol (EAP) is considered an authentication framework used by a number 
of secure authentication protocols. EAP is most commonly used for authentication on wireless networks. 
 
Point To Point Protocol over Ethernet (PPPoE) 
PPPoE is a protocol that is widely used by ISPs to provision digital subscriber line (DSL) high speed 
Internet services, of which the most popular service is ADSL. The similarity between PPPoE and PPP has 
led to the widespread adoption of PPPoE as the preferred protocol for implementing high speed 
Internet access. Service providers can use the same authentication server for both PPP and PPPoE 
sessions, resulting in a cost savings. PPPoE uses standard methods of encryption, authentication, and 
compression specified by PPP. 
 



PPPoE is configured as a point to point connection between two Ethernet ports. As a tunneling protocol, 
PPPoE is used as an effective foundation for the transport of IP packets at the network layer. IP is 
overlaid over a PPP connection and uses PPP as a virtual dial up connection between points on the 
network. From the user's perspective, a PPPoE session is initiated by using connection software on the 
client machine or router. PPPoE session initiation involves the identification of the Media Access Control 
(MAC) address of the remote device. This process, also known as PPPoE discovery, involves the following 
steps: 
 
    Initiation - The client software sends a PPPoE Active Discovery Initiation (PADI) packet to the server to 
intitiate the session. 
    Offer - The server responds with a PPPoE Active Discovery Offer (PADO) packet. 
    Request - Upon receipt of the PADO packet, the client responds by sending a PPPoE Active Discovery 
Request (PADR) packet to the server. 
    Confirmation - Upon receipt of the PADR packet, the server responds by generating a unique ID for 
the PPP session and sends it in a PPPoE Active Discovery Session (PADS) confirmation packet to the 
client. 
 
When a PPPoE session is initiated, the destination IP address is only used when the session is active. The 
IP address is released after the session is closed, allowing for efficient re-use of IP addresses. 
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Setting in Windows XP 

 



 

 



 

 



 

 



 

 



 

 

Ubuntu 12 

DSL provided by networkmanager in Ubuntu. Go to edit connections on network and configure DSL on 

the last tab and Add the connection. 



 

 



 

 



 

Commanad based  :- Configuration with pppoeconf 

PPPoE package installation 
The PPPoE package is installed by default, but can be missing if the configuration has been changed. To 
check if the PPPoE package is installed, type:  
 
dpkg -s pppoeconfIf it is installed you should see the output on the package where two lines show this:  
Package: pppoeconf 
 
Status: install ok installedIf the package is not installed, insert your Ubuntu CD and in  a terminal type:  
 

sudo apt-get install pppoeconfIf the package cannot be found, you may have to add your Ubuntu CD to 

the list of software repositories. To add your CD, make sure it is inserted in your CD drive and in a 

terminal type:  

 



 

sudo apt-cdrom addIf all else fails, you can download the pppoeconf package from 

http://packages.ubuntu.com/. Of course you will need a working Internet connection, and then to 

transfer the package via a CDR or USB stick for example. Double click on the package in GNOME to install 

it.  

pppoeconf 

On the console or in your terminal session type:  

sudo pppoeconfA text-based menu program will guide you through the next steps, which are:  

Confirm that your Ethernet card is detected.  

Enter your username (provided by your ISP).  

Enter your password (provided by your ISP).  

If you already have a PPPoE Connection configured, you will be asked if it may be modified.  

Popular options: you are asked if you want the 'noauth' and 'defaultroute' options and to remove 

'nodetach' - choose "Yes".  

Use peer DNS - choose "Yes".  

Limited MSS problem - choose "Yes".  

When you are asked if you want to connect at start up, you will probably want to say yes. (This option 

does not work) See the secton "Connecting on Boot"  

Finally you are asked if you want to establish the connection immediately.  

Once you have finished these steps, your connection should be working.  

 

Manual connection control 

To start your ADSL connection on demand, in a terminal type:  

pon dsl-providerTo stop your ADSL connection, in a terminal type:  

poff dsl-providerin most cases, you can just type "poff" to stop the ADSL connection and unload the 

module.  

The chap-secrets File 



The first step is to edit the "/etc/ppp/chap-secrets" file. This file contains usernames and passwords. If 

my ISP assigned my username as  adminsaj and my password as P@$$w0rdp60tect3d, I would edit/save 

the file to look like this.  

Also at this point we can add a static IP address if you have one.  

# Secrets for authentication using CHAP 
# client                server          secret                  IP addresses 
"adminsaj"              *               "P@$$w0rdp60tect3d"           XXX.XXX.XXX.XXX 
 

Peer Files 

Next, create a Peer file that contains the settings for connecting to your ISP. This file can by named 

whatever you want, but might I suggest something that is easy to type. Reason being that the name of 

this file will be name used to bring the connection up and down. So if it were called COMCAST, you 

would have to type pon COMCAST and poff COMCAST. The "pppoeconf" script creates a file called dsl-

provider. The Peer file is saved under the /etc/ppp/peers/ directory. Ubuntu provides a file called 

provider that explains some of the most common settings.  

pppoeconf's default dsl-provider 

Here is the dsl-provider file created by the pppoeconf script:  

# Minimalistic default options file for DSL/PPPoE connections 

noipdefault 
defaultroute 
replacedefaultroute 
hide-password 
noauth 
persist 
plugin rp-pppoe.so eth0 
user "adminsaj" 
usepeerdns 
 

If you want all of your traffic to go over this connection, and that is usually the case, set the defaultroute 

and replacedefaultroute options. When the connection is made, the routing table is modified 

automatically to send your traffic to the ISP.  

Along with ip information, most ISPs provide DNS servers to use for name resolution, to use the ISP 

provided servers, you should set the usepeerdns option.  

 

 



Extended SBCGlobal Peer File 
Here is an extended configuration file used to connect to SBCGlobal:  
 
 
#/etc/ppp/peers/SBCGlobal 
# Load rp-ppoe.so for kernel mode interface naming compatibility (ie, ppp0, ppp1) 
plugin rp-pppoe.so 
 
# Which interface should be used by pppd when building the connection. 
eth2 
 
#Which user/password to use from /etc/ppp/chap-secrets file. 
user "adminsaj" 
 
#Bind this connection to ppp99 
unit 99 
 
#PPPD Options 
noipdefault 
defaultroute 
replacedefaultroute 
hide-password 
noauth 
persistThere are a few extra options here.  
 
Here PPPD would build the connection on interface eth2.  
 
If you are building a router that uses multiple PPP connections, sometimes it is convenient to have a 
specific service always come up on a specific interface. With the unit option, this peer will always 
connect as ppp99.  
 
Notice the absence of usepeerdns. This is because this network has local DNS servers and therefore 
doesn't need the ISP-provided servers.  
 
 
Dialing Peer Files 
After creating these two files, you should now be able to dailup the connection using the commands 
listed in the Manual connection control section. If you ran pppoeconf to create the dsl-provider peer file 
/etc/ppp/peers/, you would dial-up with:  
 
 
pon dsl-provider 
poff dsl-providerOr if you want to use the custom SBCGlobal peer file:  
 
pon SBCGlobal 
poff SBCGlobal 
 
Exposing PPP Connections to the OS 



Interfaces maintained the the ifup and ifdown commands are defined in the /etc/network/interfaces 
file. If you look at the file now, you may already see how your network connections are currently 
configured, be it by DHCP or static IP Address assignment  
 
 
cat /etc/network/interfaces 
 
# This file describes the network interfaces available on your system 
# and how to activate them. For more information, see interfaces(5). 
 
# The loopback network interface 
auto lo 
iface lo inet loopback 
 
# DHCP network configuration 
auto eth0 
iface eth0 inet dhcp 
We will modify this file to include a section for the PPP connection and to change eth0 from being 
configured by DHCP. The pppoeconf script created following configuration file:  
 
 
cat /etc/network/interfaces 
# This file describes the network interfaces available on your system 
# and how to activate them. For more information, see interfaces(5). 
 
# The loopback network interface 
auto lo 
iface lo inet loopback 
 
auto dsl-provider 
iface dsl-provider inet ppp 
        pre-up /sbin/ip link set dev eth1 up # line maintained by pppoeconf 
        provider dsl-provider 
 
auto eth0 
iface eth0 inet manualThis allows the user to use ifup and ifdown to enable and disable the pppoeconf 
configured connection:  
 
ifup dsl-provider 
ifdown dsl-providerThis template works for manually bringing the ppp0 interface up and down. You 
could write your own Peer files and modify the template accordingly to have the same functionality. 
However, this does not work as advertised at system startup/shutdown. 


