
Encrypting File System 
 
The Encrypting File System (EFS) on Microsoft Windows is a file system filter that provides filesystem-
level encryption and was introduced in version 3.0 of NTFS.The technology enables files to be 
transparently encrypted to protect confidential data from attackers with physical access to the 
computer. 
 
EFS is enabled in all versions of Windows meant for professional use from Windows 2000 onwards. 
However, since significant caveats exist for its use[citation needed], no files are encrypted by default 
and must explicitly be invoked by the user (in organizational settings encryption can also be mandated 
through Group Policy). 
 
Cryptographic file system implementations for other operating systems are available, but generally 
incompatible with the Microsoft EFS.  
file-symentric key-enc file -privatekey-decrypted file 
 

Note: Encryption is possible in NTFS file systems only. You cannot encrypt files or folders on a volume 

that uses the FAT file system. 

Encrypt a file or folder 

Right click on chosen file and go to properties then advanced 

 

Click ok to continue, a dialog box will appear asking  to encrypt the file only or the folder. 

 



 

You cannot select both compressed and encrypted at the same time. 
Once the file or folder encrypted , the colour will be changed to green in 2008 
Note: Additional users may not be added(Details button not be enable) until the file has been encrypted 

by the first user. 

 

Adding multiple users 

Once the details button is visible , can add more users  to access the f ile. 

Note: This was not present in windows 2000 (Windows 2000 was the limitation of only having a single 

user having access to encrypted files), also an additional features  



 

Windows XP allows users to encrypt while offline 

 

 

 



Type mmc from run and add remove snap in and select group policy object editor 

 

Enable and Disable for users 
 
Open the GPO that you want to edit. You can use Active Directory Users and Computers or the GPMC to 
edit the GPO. 
In the Group Policy Object Editor, expand Computer Configuration, expand Windows Settings, expand 
Security Settings, expand Public Key Policies, and then click Encrypting File System. 
Right-click Encrypting File System, and then click Properties. 
Allow and don't allow options for EFS. 

 



Decrypting files and folders 
 
To remove encryption from a file or folder ,satisfy the below conditions 
    The user who encrypted the file 
    Any user who was designated as a recovery agent before the file was encrypted 
    Any user who has the public key or private key for the recovery agent or the user who     originally 
encrypted the file 
    Any user who has been granted access to the file 
 
To remove encryption from a file, follow these steps: 
    Use Windows Explorer to locate the encrypted file that you want to decrypt. 
    Right-click the encrypted file, and then click Properties. 
    On the General tab, click Advanced. 
    Click to clear the Encrypt contents to secure data check box, click OK, and then click OK     again.  
 
To remove encryption from a folder, follow these steps: 
    Use Windows Explorer to locate the encrypted folder that you want to decrypt. 
    Right-click the folder, and then click Properties. 
    On the General tab, click Advanced. 
    Click to clear the Encrypt contents to secure data check box, click OK, and then click OK     again. 
    When you are prompted to confirm the attribute change: 
        If you want to decrypt only the folder, click Apply the changes to this folder only,  and then click 

OK. 
        If you want to decrypt the folder and its subfolders and files, click Apply changes to  this folder, 

subfolders and files, and then click OK. 


